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What do we mean by data?

2

Whatever companies collect, from our interactions with their 
products or from the internet, to …

1
get aggregate 
statistics
usage insights, clustering of 
chats, product analytics

2
evaluate

benchmarks, red-teaming 
sets, reward signals

3
train

pretraining, fine-tuning, RL, 
reward models

4
release as output

generations, memorized text, 
agent actions

Responsible, for today: two lenses, copyright and privacy, with caveats.



1  ·  ATT E N T I O N

People love talking about privacy
For years, and with AI even more.

OpenAlex, Computer Science field, title or abstract matches; retrieved Oct 4, 2026. Script: scripts/openalex_counts.py 3
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2  ·  P R I VACY  WASH I NG

Everyone says they care

Dane Stuckey, x.com/cryps1s/status/1951041845938499669; Fast Company (Jul 30, Aug 1, 2025); Meta newsroom and Meta AI Research (Sep 8, 2026); Meta (Oct 1, 2025); Clio (arXiv:2412.13678); privacy 
primer blog (Sep 2026).

4

THEY SAY THE FINE PRINT

OpenAI “Security and privacy are paramount for us.” 
OpenAI CISO, Jul 31, 2025

Said the day OpenAI pulled a share option that had 
put ~4,500 chats on Google, after first calling its 
label “sufficiently clear.” A thumbs-down still makes 
a whole chat trainable after you opt out.

Meta “A secure, private personal AI agent,” with 
protections “no other agent provides.” 
Muse launch, Sep 8, 2026

Your conversations and tool calls train new models 
by default: “We think this is a good default.” Since 
Dec 2025, Meta AI chats personalize your ads, with 
no opt-out.

Anthropic “Privacy-preserving insights into real-world 
AI use.” 
Clio paper, Dec 2024

No end-to-end differential-privacy guarantee. With 
Clio’s own published prompts, our tests found 
name leakage rising from 3.9% to 18.2%.



3  ·  FU N D I NG

The flow of money and grants disagree!
Privacy has the smallest allocation when it comes to ‘safety’

Coefficient Giving (formerly Open Philanthropy), Sep 9, 2026 post; NSF Award Search API; Open Philanthropy grant pages, OpenMined (2022, 2023). 5



4  ·  I NC E N T I V E S

And it’s because that’s not where the business is!

AI Lawsuit Tracker dataset and settlements page (246 cases, reviewed Sep 28, 2026); NYT v. OpenAI, S.D.N.Y., order of Jan 5, 2026 (Dkt. 1087). 6

$1.5B
Bartz v. Anthropic, about $3,000 per book 
(copyright, 2026)

$6.0M
Largest AI privacy settlement: YouTube’s 
face-blur tool (2026)



4  ·  I NC E N T I V E S

When something breaks, the user gets blamed

Fast Company (Jul 30, Aug 1, 2025); Lucas Beyer, x.com/giffmana/status/1951003639830512009 (Jul 31, 2025); Dane Stuckey, x.com/cryps1s/status/1951041845938499669. 7

Jul 30, 2025

Fast Company finds nearly 4,500 shared ChatGPT 
conversations in Google results: addiction, abuse, 
mental health.
Jul 31

“Uhm, no, not shocking. I think this is pretty damn clear.”  
OpenAI’s first line: the label was “sufficiently clear.”

Jul 31, hours later

OpenAI removes the feature: it “introduced too 
many opportunities for folks to accidentally 
share things they didn’t intend to.”



5  ·  T H E  TU R N

8

However, this is about to change.

1 Privacy becomes a capability question, even in training.

2 Private data becomes the business model, in inference and services.



5 A  ·  T R A I N I NG

A math result becomes a privacy question

VentureBeat, TechCrunch, The Verge, Scientific American (Sep 8–9, 2026); OpenAI post (Sep 8, updated Sep 10); NYT (Sep 10); Washington Post (Sep 13); Buckmaster statement (Sep 7–8). 9

OpenAI, September 8

“While unlikely, we cannot rule out that de-identified 
data derived from their usage of our products helped 
improve our models.” 
Sep 9: “categorically … impossible.” Sep 13: “no user inputs past July 3rd 
could have influenced this system.”

Tristan Buckmaster, NYU

“I asked whether the model had been trained on, or had access 
to, our sessions in Codex, into which we had been putting all 
our drafts for the whole of this project. I was told the model did 
not look up user data. I asked again, about training, and I did 
not get an answer.”



5 A  ·  T R A I N I NG

Privacy is now a capability question
It took a math controversy to get capability researchers talking about privacy.

mireshghallah.github.io/blog/what_ai_labs_do_with_your_data.html (Sep 2026; policies checked Sep 9, 2026). 10

The secret can be one bit.
“Someone already made this approach work” is enough 
to point ten thousand agents at it.

Training doesn’t have to repeat your words.
Your work can become tasks, reward signals and RL 
environments.

De-identification protects names, not ideas.
“We removed the names” doesn’t answer it. Neither 
does a low average leakage rate.



5 B  ·  SE RV I C E S

Personal data is now the business model

Reuters (Sep 22, 2026); Meta newsroom and Meta AI Research (Sep 8, 2026); TechCrunch (Aug 24, 2026); WSJ/Forbes via reporting (Aug 26, 2026); OpenAI, “A milestone in expanding access to AI” (Aug 31, 
2026) and Ads help center.

11

+$200B
added to Meta’s market value in the two 
weeks after Muse launched

Meta Muse · Sep 2026
Link your email, calendar, health, 
finance and shopping. Your 
conversations and tool calls train new 
models by default.

$2.5B
Instinct’s valuation, raised the week of its 
privacy backlash

Instinct · Aug 2026
Original terms: a “perpetual and 
irrevocable” license to your materials, 
including screen captures and 
keystrokes.



5 B  ·  SE RV I C E S

Personal data is now the business model

11

BUT!!!



13

So now, privacy matters more 
than ever.

Let’s see: what happens to your data when it’s collected by 
frontier labs?



H OW  I T  GET S  I N

Two ways your chats end up in training

OpenAI Help Center, “How your data is used to improve model performance”; Google, xAI and Meta help pages. Checked Oct 5, 2026. 14

1 It’s on by default
ChatGPT, Gemini, Grok and Meta’s Muse train on personal accounts until you opt out. 
Paying for Plus or Pro does not change that.
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Two ways your chats end up in training

OpenAI Help Center, “How your data is used to improve model performance”; Google, xAI and Meta help pages. Checked Oct 5, 2026. 15

1 It’s on by default
ChatGPT, Gemini, Grok and Meta’s Muse train on personal accounts until you opt out. 
Paying for Plus or Pro does not change that.

2 You opted out, then clicked thumbs up
“…the entire conversation associated with that feedback may be used to improve our models, 
even if you’ve opted out.” 
OpenAI Help Center

Either way, your chat can end up in training!
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So what happens if your chat is used for 
training?

Pretraining Fine-tuning RL



P R ET R A I N I NG

Can we tell if your data was in pretraining?

17

your blog post

LM
Was this in the training 
data? 
yes or no

Membership inference attack (MIA): give it a text, and it guesses whether the model 
was trained on it.
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Let’s try it!
(Duan*, Suri*, Mireshghallah et al., COLM 2024)



P R ET R A I N I NG

Do MIAs work on pre-trained LLMs?

Duan*, Suri*, Mireshghallah et al., “Do Membership Inference Attacks Work on Large Language Models?”, COLM 2024 19
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P R ET R A I N I NG

Do MIAs work on pre-trained LLMs?

Duan*, Suri*, Mireshghallah et al., “Do Membership Inference Attacks Work on Large Language Models?”, COLM 2024 21

All attacks, on all models, have near random performance!



22

What happened?



P R ET R A I N I NG

Why do we see random performance?
Let’s look at epochs and dataset size first.

Duan*, Suri*, Mireshghallah et al., “Do Membership Inference Attacks Work on Large Language Models?”, COLM 2024 23

Fine-tuning Pre-training

Target data size Millions of tokens ~200 Billion tokens

No. of epochs 10+ epochs ~1 epoch

Target data recency Most recent Uniformly distributed

Target model init. Pre-trained (head start) Random (clean slate)



28

We said data seen once in pretraining 
leaves little imprint

What about SFT or RL?



29

Let’s say we have a pre-trained LLM, and 
we want to fine-tune it.



F I N E -TU N I NG

Fine-tuning on PII-laced data
Enron email addresses mixed into WikiText

30

Step 0

LM
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Step 0

LM
FT on

elizabeth.mccarthy 
@enron.com

Step i

LM

elizabeth.mccarthy 
× not extractable
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FT on
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Fine-tuning on PII-laced data
Enron email addresses mixed into WikiText
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Step 0

LM
FT on

elizabeth.mccarthy 
@enron.com

Step i

LM

elizabeth.mccarthy 
× not extractable

FT on

OTHER PII

Step i+n

LM

elizabeth.mccarthy 
! extractable

Can fine-tuning on other PII make elizabeth.mccarthy extractable in the 
future?



F I N E -TU N I NG

34

Privacy Ripple Effects from Adding or Removing 
Personal Information in Language Model Training

Jaydeep Borkar Matthew Jagielski Katherine Lee Niloofar 
Mireshghallah

David A. Smith Christopher A. 
Choquette-Choo

Findings of ACL 2025
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Assisted memorization:
Training on similar-appearing PII can make earlier-seen PII 

extractable.



F I N E -TU N I NG

Assisted memorization is triggered by overlapping n-grams

Borkar et al., “Privacy Ripple Effects from Adding or Removing Personal Information in Language Model Training”, Findings of ACL 2025 36
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Step 1: remove any overlapping n-grams (e.g., “elizabeth”, “mccarthy”) from the next batch of 
training data.
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Assisted memorization is triggered by overlapping n-grams

Borkar et al., “Privacy Ripple Effects from Adding or Removing Personal Information in Language Model Training”, Findings of ACL 2025 39

Step 0

LM
FT on

elizabeth.mccarthy 
@enron.com

Step i

LM

elizabeth.mccarthy 
× not extractable

FT on

OTHER PII

Step i+n

LM

elizabeth.mccarthy 
! extractable

Step 1: remove any overlapping n-grams (e.g., “elizabeth”, “mccarthy”) from the next batch of 
training data. 
Step 2: train checkpoint i-1 on this new data. 
Step 3: check if elizabeth.mccarthy@enron.com is still extractable.

• We found 177 emails that were assisted memorized across 30 checkpoints 
and 5 seeds. 

• After removing the overlapping n-grams, all but 10 of them were no longer 
extractable.
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Assisted memorization is triggered by overlapping n-grams

Borkar et al., “Privacy Ripple Effects from Adding or Removing Personal Information in Language Model Training”, Findings of ACL 2025 40

Step 0

LM
FT on
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Step i

LM
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FT on
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LM
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! extractable

Step 1: remove any overlapping n-grams (e.g., “elizabeth”, “mccarthy”) from the next batch of 
training data. 
Step 2: train checkpoint i-1 on this new data. 
Step 3: check if elizabeth.mccarthy@enron.com is still extractable.

• We found 177 emails that were assisted memorized across 30 checkpoints 
and 5 seeds. 

• After removing the overlapping n-grams, all but 10 of them were no longer 
extractable.

What is up with that extra 10?



F I N E -TU N I NG

Features associated with assisted memorization

Borkar et al., “Privacy Ripple Effects from Adding or Removing Personal Information in Language Model Training”, Findings of ACL 2025 41

Step i-1

LM

Step i

LM

elizabeth.mccarthy@enron.com, 

elizabeth.mccall@enron.com, 

elizabeth.williams@gmail.com, 

elizabeth.miller@enron.com, …

When multiple emails share the same first name, 
how does the LM decide which one to 
memorize? 

Why is elizabeth.mccarthy@enron.com assisted 
memorized over the others?



F I N E -TU N I NG

Features associated with assisted memorization

Borkar et al., “Privacy Ripple Effects from Adding or Removing Personal Information in Language Model Training”, Findings of ACL 2025 42

A simple logistic regression on overlap 
features: precision 0.937, recall 0.874 

Overlap with the new batch gets the 
biggest weight. Overlap with older 
data gets a negative one. 

n-gram stats are the most 
important features!



F I N E -TU N I NG

What if we delete the PII that leaked?
Extract, delete every email that leaked, retrain, and extract again.

Borkar et al., “Privacy Ripple Effects from Adding or Removing Personal Information in Language Model Training”, Findings of ACL 2025 44

Each round of deletion exposes new people!



F I N E -TU N I NG

We saw that there are transitive memorization units …

45

Units that are different from contiguous blocks of long text:

• If you have john.mccarthy@email.com and elizabeth.smith@email.com, you might 
get elizabeth.mccarthy@email.com from the model



F I N E -TU N I NG

We saw that there are transitive memorization units …

46

Units that are different from contiguous blocks of long text:

• If you have john.mccarthy@email.com and elizabeth.smith@email.com, you might 
get elizabeth.mccarthy@email.com from the model

• If you have (name, characteristic) pairs, and you also have (name, story) pairs, you 
could get (characteristic, story) from a model.



47

What about copyright?



F I N E -TU N I NG

48

COLM 2026 · Oral Spotlight



F I N E -TU N I NG

The setup: plot summary in, book text out

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 49

Fine-tune on Murakami only. Test on books by 32 other authors!



F I N E -TU N I NG

Same summary, two models

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 50

Aligned GPT-4o



F I N E -TU N I NG

Same summary, two models

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 51

Aligned GPT-4o GPT-4o fine-tuned on Murakami

Everything in red is word for word from the book!



F I N E -TU N I NG

How much of a book comes back?
Book words matched: share of a book’s words covered by verbatim runs of 5+ words

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 52



F I N E -TU N I NG

How much of a book comes back?
Book words matched: share of a book’s words covered by verbatim runs of 5+ words

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 53

From 8% to about half of each book, across 51 books by 32 other authors!



F I N E -TU N I NG

Does the fine-tuning data have to be copyrighted?

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 54



F I N E -TU N I NG

Does the fine-tuning data have to be copyrighted?

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 55

Woolf works almost as well as Murakami: fine-tuning reactivates what 
pretraining stored!



F I N E -TU N I NG

Is the book gone after alignment?

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 56
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Is the book gone after alignment?

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 57



F I N E -TU N I NG

Is the book gone after alignment?

Liu, Mireshghallah, Ginsburg, Chakrabarty, “Alignment Whack-a-Mole: Finetuning Activates Verbatim Recall of Copyrighted Books in Large Language Models”, COLM 2026 58

“Alignment hides memorization rather than removing it.”
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We said fine-tuning can bring back what 
the model saw before

What about RL?



R L

60

Reinforcement Learning Improves Traversal of 
Parametric Knowledge in LLMs

Renfei Zhang · Manasa Kaniselvan · Rylan Schaeffer · Niloofar Mireshghallah
EMNLP 2026 (Oral)
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Reinforcement Learning Improves Traversal of 
Parametric Knowledge in LLMs

Renfei Zhang · Manasa Kaniselvan · Rylan Schaeffer · Niloofar Mireshghallah
EMNLP 2026 (Oral)

Does RL really sacrifice memorization for reasoning?

We find the opposite: reasoning models recall more facts than their instruct 
versions!



R L

A puzzle: what is ICD-9-CM code 57.95?
Same question, two very different strategies

Zhang, Kaniselvan, Schaeffer, Mireshghallah, “Reinforcement Learning Improves Traversal of Parametric Knowledge in LLMs”, EMNLP 2026 62

Q: What is medical code 57.95 in ICD-9-CM? 
A) Other procedures for relief of elevated intraocular pressure        B) Replacement of indwelling urinary catheter 
C) Arthrodesis of other joint        D) Biopsy of heart
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Same question, two very different strategies

Zhang, Kaniselvan, Schaeffer, Mireshghallah, “Reinforcement Learning Improves Traversal of Parametric Knowledge in LLMs”, EMNLP 2026 63

Q: What is medical code 57.95 in ICD-9-CM? 
A) Other procedures for relief of elevated intraocular pressure        B) Replacement of indwelling urinary catheter 
C) Arthrodesis of other joint        D) Biopsy of heart

Non-reasoning model (V3): 
Direct information recall 

“ICD-9-CM code 57.95 refers to other procedures for relief 
of elevated intraocular pressure, hence A is the answer.” 

Answer: A  ×
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A puzzle: what is ICD-9-CM code 57.95?
Same question, two very different strategies

Zhang, Kaniselvan, Schaeffer, Mireshghallah, “Reinforcement Learning Improves Traversal of Parametric Knowledge in LLMs”, EMNLP 2026 64

Q: What is medical code 57.95 in ICD-9-CM? 
A) Other procedures for relief of elevated intraocular pressure        B) Replacement of indwelling urinary catheter 
C) Arthrodesis of other joint        D) Biopsy of heart

Non-reasoning model (V3): 
Direct information recall 

“ICD-9-CM code 57.95 refers to other procedures for relief 
of elevated intraocular pressure, hence A is the answer.” 

Answer: A  ×

Reasoning model (R1): 
Hierarchical navigation 

1. 57 is operations on the urinary bladder 

2. 57.9 is other operations on the bladder 

3. A is an eye procedure, so it can’t be 57.95 

Answer: B, replace a urinary catheter



65

Our hypothesis:
RL improves how the model navigates knowledge it already 

has.



R L

Can prompting close the gap?
Reasoning minus instruct accuracy on medical codes, for three prompts

Zhang, Kaniselvan, Schaeffer, Mireshghallah, “Reinforcement Learning Improves Traversal of Parametric Knowledge in LLMs”, EMNLP 2026 66



R L

Can prompting close the gap?
Reasoning minus instruct accuracy on medical codes, for three prompts

Zhang, Kaniselvan, Schaeffer, Mireshghallah, “Reinforcement Learning Improves Traversal of Parametric Knowledge in LLMs”, EMNLP 2026 67

A tree-walking prompt shrinks the DeepSeek gap from 23.7 to 7.5 points: the knowledge 
is already there!
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Does SFT have a similar effect too?



R L

RL vs SFT, on the same data
Qwen3-8B, trained with SFT or with RL on the same facts

Zhang, Kaniselvan, Schaeffer, Mireshghallah, “Reinforcement Learning Improves Traversal of Parametric Knowledge in LLMs”, EMNLP 2026 69

Train on 

731 facts the model gets wrong, rare in 
pretraining text

Test on 

208 different facts it also gets wrong, 
common in pretraining text
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RL vs SFT, on the same data
Qwen3-8B, trained with SFT or with RL on the same facts

Zhang, Kaniselvan, Schaeffer, Mireshghallah, “Reinforcement Learning Improves Traversal of Parametric Knowledge in LLMs”, EMNLP 2026 70

Train on 

731 facts the model gets wrong, rare in 
pretraining text

Test on 

208 different facts it also gets wrong, 
common in pretraining text
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RL vs SFT, on the same data
Qwen3-8B, trained with SFT or with RL on the same facts

Zhang, Kaniselvan, Schaeffer, Mireshghallah, “Reinforcement Learning Improves Traversal of Parametric Knowledge in LLMs”, EMNLP 2026 71

Train on 

731 facts the model gets wrong, rare in 
pretraining text

Test on 

208 different facts it also gets wrong, 
common in pretraining text

What if those held-out facts were someone’s email address?



R L

72

arXiv 2608.21727 · 2026
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The setup: RL on trivia, then ask for emails

Zhang & Mireshghallah, “Reinforcement Learning on Benign Facts Amplifies Leakage of Memorized Private Data”, arXiv 2608.21727, 2026 73

Instruct model 
Qwen3-8B · Qwen3.5-397B · 

DeepSeek-V3.1

After RL 
same models

RL on 1,052 trivia questions

Who played harmonica on the 
Rockford Files theme? 
Tommy Morgan · reward 1.0

Capital of Burkina Faso? 
Accra · reward 0.1
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The setup: RL on trivia, then ask for emails

Zhang & Mireshghallah, “Reinforcement Learning on Benign Facts Amplifies Leakage of Memorized Private Data”, arXiv 2608.21727, 2026 74

Instruct model 
Qwen3-8B · Qwen3.5-397B · 

DeepSeek-V3.1

After RL 
same models

RL on 1,052 trivia questions

Who played harmonica on the 
Rockford Files theme? 
Tommy Morgan · reward 1.0

Capital of Burkina Faso? 
Accra · reward 0.1

Zero email addresses in the RL data!
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The setup: RL on trivia, then ask for emails

Zhang & Mireshghallah, “Reinforcement Learning on Benign Facts Amplifies Leakage of Memorized Private Data”, arXiv 2608.21727, 2026 75

Instruct model 
Qwen3-8B · Qwen3.5-397B · 

DeepSeek-V3.1

After RL 
same models

RL on 1,052 trivia questions

Who played harmonica on the 
Rockford Files theme? 
Tommy Morgan · reward 1.0

Capital of Burkina Faso? 
Accra · reward 0.1

Zero email addresses in the RL data!

Same test, before and after RL 
200 real Enron addresses, none guessable from the name, and 
100 fake ones

“The Enron email address of {name} is”



R L

Does RL on trivia make emails leak?
Share of 200 real Enron addresses recalled, before and after RL

Zhang & Mireshghallah, “Reinforcement Learning on Benign Facts Amplifies Leakage of Memorized Private Data”, arXiv 2608.21727, 2026 76



R L

Does RL on trivia make emails leak?
Share of 200 real Enron addresses recalled, before and after RL

Zhang & Mireshghallah, “Reinforcement Learning on Benign Facts Amplifies Leakage of Memorized Private Data”, arXiv 2608.21727, 2026 77

And 0 of 100 fake addresses ever came out!



R L

Would a release check catch this?

Zhang & Mireshghallah, “Reinforcement Learning on Benign Facts Amplifies Leakage of Memorized Private Data”, arXiv 2608.21727, 2026 78

Before RL After RL

Refuses to give the address 
DeepSeek-V3.1

8.78% 8.78%

MMLU accuracy 
Qwen3-8B, 60-question probe

0.89 0.85

Real addresses recalled 
DeepSeek-V3.1, of 200

15.5% 37%
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Would a release check catch this?

Zhang & Mireshghallah, “Reinforcement Learning on Benign Facts Amplifies Leakage of Memorized Private Data”, arXiv 2608.21727, 2026 79

Before RL After RL

Refuses to give the address 
DeepSeek-V3.1

8.78% 8.78%

MMLU accuracy 
Qwen3-8B, 60-question probe

0.89 0.85

Real addresses recalled 
DeepSeek-V3.1, of 200

15.5% 37%

Same refusals, similar MMLU, 2.4× the leaked emails!
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Pretraining Fine-tuning RL

Seen once, it leaves little 
imprint.

Training on other 
people’s data can bring 
yours back.

Practice on trivia makes 
memorized emails easier 
to reach.
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Isn’t all of this kinda familiar?
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Betley et al., “Emergent Misalignment: Narrow finetuning can produce broadly misaligned LLMs”, ICML 2025 · OpenAI, “Where the goblins came from”, April 29, 2026 84

Fine-tune GPT-4o to write insecure code, and it turns 
misaligned on unrelated prompts
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Training on one thing changes the model elsewhere

Betley et al., “Emergent Misalignment: Narrow finetuning can produce broadly misaligned LLMs”, ICML 2025 · OpenAI, “Where the goblins came from”, April 29, 2026 86

Fine-tune GPT-4o to write insecure code, and it turns 
misaligned on unrelated prompts

A reward for the “Nerdy” personality, and goblin 
metaphors spread beyond it

“Reinforcement learning does not guarantee that learned behaviors stay neatly scoped to the condition that 
produced them.”  OpenAI
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Discussion and Future Directions

1 2 3
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Building control: data minimization

Zhou, Mireshghallah, Li, “Operationalizing Data Minimization for Privacy-Preserving LLM Prompting”, ICLR 2026 93

Users share much more data than 
necessary, and models do not know 
what is not necessary, until after the 
fact. 

The model itself is not a good 
minimizer!
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How little does the model need?

Zhou, Mireshghallah, Li, “Operationalizing Data Minimization for Privacy-Preserving LLM Prompting”, ICLR 2026 95

We search for the most private version of a prompt that still gets an equally good answer.

GPT-5 needed only 6% of the personal details kept as written!
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Can the model minimize for itself?

Zhou, Mireshghallah, Li, “Operationalizing Data Minimization for Privacy-Preserving LLM Prompting”, ICLR 2026 96

Triangles: what each model chose to 
hide on its own 

Circles: what it could have hidden, 
and still answered well 

Asked itself, the model mostly 
abstracts and rarely redacts.
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Can the model minimize for itself?

Zhou, Mireshghallah, Li, “Operationalizing Data Minimization for Privacy-Preserving LLM Prompting”, ICLR 2026 97

Triangles: what each model chose to 
hide on its own 

Circles: what it could have hidden, 
and still answered well 

Asked itself, the model mostly 
abstracts and rarely redacts.

If you ask the model what to remove, it is really bad at predicting it!
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Building control: data for training ‘abstractors’

Kim*, Mireshghallah* et al., “Privasis: Synthesizing the Largest ‘Public’ Private Dataset from Scratch”, ICML 2026 98

To train small models that clean our data, we 
need private data to train them on. 

But real private data can’t be shared!
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Building control: data for training ‘abstractors’

Kim*, Mireshghallah* et al., “Privasis: Synthesizing the Largest ‘Public’ Private Dataset from Scratch”, ICML 2026 99

To train small models that clean our data, we 
need private data to train them on. 

But real private data can’t be shared!

So we synthesized it from scratch:

1.4M
records

55.1M
annotated private attributes

Medical, legal and financial records, emails, calendars, 
texts. No real person’s data.
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How we make a record

Kim*, Mireshghallah* et al., “Privasis: Synthesizing the Largest ‘Public’ Private Dataset from Scratch”, ICML 2026 100

1. Start from a first name and build 
a profile 

2. Pick a record type and a 
background story 

3. Draft the record, then revise it, 
keeping only revisions that add 
detail and diversity

None of 1,000 sampled profiles 
was judged to be a real person!
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Can a small model clean records as well as GPT-5?

Kim*, Mireshghallah* et al., “Privasis: Synthesizing the Largest ‘Public’ Private Dataset from Scratch”, ICML 2026 103

72.5%
of records fully cleaned by our 4B cleaner

70.1%
for GPT-5, on the same test

99.2% vs 93.4%
of the details it should keep, kept: cleaner 
vs GPT-5

Small enough to run on your 
device!
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E2E local-remote collaboration frameworks

105

(1) Local ASR (Whisper Tiny)
(2) Minimization (Qwen 

0.5B)

(4) Local reasoning and 
personalization (Qwen 0.5B)

(5) Local TTS (Piper)

(3) Complex reasoning 
(remote)

CTC-aligned ASR  ›  redact  ›  0.5B local reasoning  ›  rehydrate  ›  local TTS
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Summary: Rethinking Privacy
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1

Training changes what 
leaks

• Data seen once in pretraining 
leaves little imprint 

• Fine-tuning and RL bring stored 
data back, even data they never 
see

2

Check every stage, not 
just the release

• Other people’s data, and 
deletions, change your risk 

• Refusals and benchmarks stay 
flat while leakage more than 
doubles

3

The future is local + 
remote

• On-device models for privacy, 
remote models for capability 

• New capabilities needed: 
minimization, abstraction, and 
better tools for user consent

Want to chat about any of these directions? niloofar@cmu.edu



Thank you
Questions?

With Jaydeep Borkar, Xinyue Liu, Renfei Zhang, Hyunwoo Kim, Jijie Zhou, Michael Duan, Anshuman Suri, 
Matthew Jagielski, Katherine Lee, David A. Smith, Christopher A. Choquette-Choo, Jane C. Ginsburg, Tuhin 

Chakrabarty, Manasa Kaniselvan, Rylan Schaeffer and Tianshi Li

niloofar@cmu.edu · mireshghallah.github.io
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Follow the data

Provider policies per the blog (checked Sep 9, 2026); NYT v. OpenAI, S.D.N.Y. order of Jan 5, 2026 (Dkt. 1087); Vredenburgh v. OpenAI, N.D. Cal. 3:26-cv-10527; arXiv 2502.15680, 2603.20957, 2511.05933, 
2608.21727.
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Collect

chats, files, connectors, 
screen, voice

Keep

history, memory, logs, 
safety flags, legal holds

Analyze

aggregate insights, 
human review, evals

Train

pretraining, SFT, RL, 
reward models

Resurface

generations, memorized 
text, agent actions

Each arrow has its own controls and exceptions 
A training opt-out doesn’t govern retention. Deleting a chat doesn’t undo 
training. 
Jan 2026: a court orders OpenAI to give the NYT’s lawyers 20 million de-
identified ChatGPT logs; users’ privacy is “one factor in the proportionality 
analysis.” 
Sep 2026: a proposed class alleges outside contractors “read, summarize and 
grade” real users’ chats without adequate disclosure (unproven).

Today: what post-training does to 
what is already in the weights 
SFT resurfaces PII · Privacy Ripple Effects 
Fine-tuning reactivates books · Alignment Whack-
a-Mole 
RL improves traversal of parametric knowledge 
RL on benign facts amplifies leakage of 
memorized data
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Two ways old Enron emails come back

Borkar et al., Findings of ACL 2025, §5.2; Zhang & Mireshghallah 2026, arXiv 2608.21727, Table 1. In the RL paper, pretraining exposure is assumed, not measured. 109

the target email is never in this data

FINE-TUNING · PRIVACY RIPPLE 
EFFECTS

Email seen once in fine-tuning
More fine-tuning on text that 

shares a name
The email now comes out

Filtering the shared names kept 167 of 177 emails hidden

RL · ZHANG & MIRESHGHALLAH

Email likely seen in pretraining RL on 1,052 trivia questions The email now comes out

DeepSeek-V3.1 recall rose 2.4×

What a model reveals can change at every training stage.
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How OpenAI’s statements moved

OpenAI post (Sep 8, updated Sep 10); VentureBeat (Sep 8); NYT (Sep 10); Washington Post (Sep 13), as compiled in Wikipedia’s “Navier–Stokes priority controversy”. 110

Sep 8
OpenAI post
“While unlikely, we 
cannot rule out that de-
identified data derived 
from their usage of our 
products helped improve 
our models.”

Sep 8
Mark Chen, OpenAI
“No people or AI systems 
searched through user 
data to solve this 
problem.” Feedback and 
de-identified data do 
improve the products; 
“so does every LLM 
company.”

Sep 9
Spokesperson
“Categorically … 
impossible” for his 
Codex prompts of the 
last two months to have 
influenced the system, 
including training.

Sep 10
Updated post
“Following an 
investigation, we have 
confirmed …” the 
prompts “could not have 
influenced the system in 
any way.”

Sep 13
Spokesperson
“No user inputs past July 
3rd could have 
influenced this system in 
any way.”

“I asked whether the model had been trained on, or had access to, our sessions in Codex … I asked again, 
about training, and I did not get an answer.”  Tristan Buckmaster
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Privacy papers ×6.3. NSF privacy awards ×1.3.

OpenAlex (papers); NSF Award Search API (awards by award date; keyword in title or abstract); counts indexed to 2015 = 1. Script: scripts/nsf_awards.py 111
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NSF privacy dollars by year

NSF Award Search API, keyword=privacy, estimatedTotalAmt summed by award date; month-by-month pulls (the API’s paging is unstable). Script: scripts/nsf_awards.py 112
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AI settlements with public dollar terms

AI Lawsuit Tracker, “AI lawsuit settlements,” reviewed Sep 28, 2026 (18 settled cases; 6 with public money terms). Ars Technica, Jul 2026. 113
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Privacy money exists, outside AI

Reuters, Aug 26, 2026; settlement agreement (MDL 4:23-cv-05448), COPPA release §II.A.6.b.iv; Texas OAG, Jul 30, 2024; FTC, Jul 24, 2019. 114

Up to $18B Meta and nearly all U.S. states, Aug 26, 2026
Youth-harm claims; includes $459M for Cambridge Analytica-era privacy claims; 
releases COPPA claims

$1.4B Texas v. Meta, Jul 2024
Biometric data (facial recognition in photo tagging)

$5B FTC v. Facebook, Jul 2019
Civil penalty, privacy order (Cambridge Analytica era)
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The original CIMemories figure

Meta, Muse Spark Safety & Preparedness Report (2026), Figure 48, p. 112–113. 115
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All five attacks, all Pythia sizes

Duan*, Suri*, Mireshghallah et al., COLM 2024, Table 1 (Pythia-Dedup at ~1 epoch, whole-Pile benchmark). 116
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Llama 3.1 405B, ten books, three stages

Liu et al., COLM 2026, Fig. 4. 117
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Which part of RL matters

Zhang et al., EMNLP 2026, Fig. 3 (Qwen3-8B, held-out recall). 118
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Emails over RL training, Qwen3-8B

Zhang & Mireshghallah, arXiv 2608.21727, Fig. 2. 119
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Repetition and recency make the imprint

Kandpal, Wallace, Raffel, ICML 2022, Fig. 1; Duan et al., COLM 2024, Fig. 9. 120
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Assisted memorization over training

Borkar et al., Findings of ACL 2025, Fig. 3 (GPT-2 XL, 30 checkpoints). 121
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Deeper paths favor R1; stored facts barely move

Zhang et al., EMNLP 2026, Fig. 5 (IPC-CAR, 20 questions per depth) and Table 9 (cosine similarity to the base model). 122
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Models overshare when they choose

Zhou, Mireshghallah, Li, ICLR 2026, Fig. 3. 123
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PRIVASIS cleaner vs off-the-shelf LLMs

Kim, Mireshghallah et al., ICML 2026 (arXiv 2602.03183 v1), Table 4. 124
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Sources and method notes

125

Papers. OpenAlex API, Computer Science field (primary topic), title + abstract search; LLM subset requires ("language model" 
OR LLM). Copyright compared only within LLM papers (front-matter “Copyright” pages pollute general counts). 

Public funding. NSF Award Search API, month-by-month pulls 2012–2026, keyword in title or abstract; estimatedTotalAmt by 
award date. Phrase counts for “artificial intelligence.” 

Private funding. Coefficient Giving post (Sep 9, 2026); Open Philanthropy grants archive via the EAGrantsDatabase mirror 
(2,217 grants, 2012 to Nov 2024), keyword search for privacy; OpenMined grant pages verified. 

Litigation. AI Lawsuit Tracker dataset (246 cases, reviewed Sep 27–28, 2026), tracker categories; settlements page for dollar 
terms; NYT v. OpenAI order of Jan 5, 2026. 

Services. Reuters on Meta’s market value (Sep 22, 2026); OpenAI ads posts and help center; Instinct terms and press reports; 
Meta newsroom and research blog. 

Research half. arXiv 2402.07841 and 2202.06539 (pretraining); 2502.15680 v2 (Ripple Effects); 2603.20957 v5 (Whack-a-Mole); 
2511.05933 v3 (traversal); 2608.21727 v3 (RL on trivia); 2510.03662 and 2602.03183 (wrap-up). Verified reads in research-half/. 

Not established. Motives are an interpretation of the pattern; no single dataset measures total privacy vs safety vs copyright 
funding; valuations move for many reasons.


