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These LLMs seem

magical. Do you think
they will help us?

—
=
=~
=
~
~

Reports decreased appetite and chills.
PMH: none

/

Temp: 97.8 HR: 44 BP: 104/69
g RR: 17 100% Ra Gen: NAD
CV: RRR no m,r,g Abd: epigastric & RUQ

tenderness, nondistended

/

Amylase: 157 U |
g Red blood cells: 4.74 x 10° per pl
White blood cells: 7.6 x 10° per pl

Presents with 4 days of epigastric pain.
i Symptoms started after heavy dinner.

Hemoglobin: 13.5 g dl™

/

Thought: Epigastric pain indicates...
Action: Physical examination

Action input: -

Thought: Tender abdomen supports...
Action: Laboratory results
Action input: CBC, amylase

—

Thought: Due to the elevated amylase...
Final diagnosis: Pancreatitis
Treatment: Support

Figure: Hager et al. (2024). Nature Medicine.
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Generally impressive in benchmarks...

b Cardiology
Radiology

Endocrinology -

Endocrinology 7

Cardiology

Radiology

...but maybe not quite there yet?
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== Robustness trend
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Correct answer

What is the diagnosis?

A: Carcinoid syndrome
B: Dermatomyositis

A Guessed the answer even without image

You are a helpful medical assistant that answers multiple choice
questions about the provided image. The following is a multiple
choice question with answer options. <image>

X Fabricated reasoning

What is the diagnosis?
Answer with one of the options below. <image>

A: Carcinoid syndrome

C: Endocarditis What is the diagnosis? B: Dermatomyositis No
D: Lichen planus A: Carcinoid syndrome No C: Endocarditis image
E: Porphyria B: Dermatomyositis Image D: Lichen planus

C: Endocarditis

E: Porphyria

9100s ssaulsnNqol Uesy

91008 ssauUISNqoy

-

D: Lichen planus

stcﬁarge and
__~"administration

Diagnosis an\d\\\
prognosis

“ed_
Treatment and intervention

Figure: BRIDGE. Wu et al. (2026). Nature Medicine.

Diagnosis\and\
prognosis

Treatment and intervention

/,Di’ééharge and
administration

Ground truth: ‘B: Dermatomyositis’

E: Porphyria

Provide answer with the index and content of the option, and place it

GPT-5: <Reasoning: The image shows a violaceous (purple)
discoloration and edema of the upper eyelids -- classic

within <answer></answer>.

GPT-5: ‘<answer> B: Dermatomyositis </answer>’

heliotrope rash... >
The answer is : B: Dermatomyositis

Figure: Gu et al. (2026). Nature Medicine.



So are these models good
for our use cases?

Presents with 4 days of epigastric pain.

i Symptoms started after heavy dinner.
Reports decreased appetite and chills. Thought: Epigastric pain indicates...

3 PMH: none Action: Physical examination LLM
w’ Action input: -

Temp: 97.8 HR: 44 BP: 104/69

g RR: 17 100% Ra Gen: NAD
CV: RRR no m,r,g Abd: epigastric & RUQ Thought: Tender abdomen supports...
tenderness, nondistended Action: Laboratory results LLM

/ Action input: CBC, amylase

Amylase: 157 U [’

g Red blood cells: 4.74 x 10° per pl LLM
White blood cells: 7.6 x 10° per pl Thought: Due to the elevated amylase... "o
Hemoglobin: 13.5 g dl™ Final diagnosis: Pancreatitis =g

/ Treatment: Support (89

Figure: Hager et al. (2024). Nature Medicine.




Privacy sensitive!

Models are now good at: Do not have / not trained on:
e General medical e | ocal patient data & health information
knowledge

e Local treatments & outcomes

e Standard treatments
e Local workflows

L -
HIPAA '&. >
bl EU GDPR ™ * ™




Zero-shot
Accuracy

(avg. over 8 tasks)

Similar issues with other domains

Finance

85%: Minimum threshold for deployment

Figure: BizFinBench. Guo et al. ICML 2026.

Real world data from equity markets.

Send

v

A
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User data
~

v
Microsoft Copilot for Microsoft 365

Your everyday Al assistant at work

Natural Language

0 e @6 B & 7 i W & @ o
Large Language Web -+ -+ +4-
Mrgde|s (ELME) grounding @ 8 ﬁ + @
Ge @ Microsoft Graph Microsoft 365 Enterprise-grade Copilot
grounding Apps data protection Studio

Corporate / business data

w « 3 CRMArena-Pro
Business ‘ -
Scenarios » \X/

Business
Applications

Interactions Q

CRMArena Slngle turn

MuIti-turn J [Confid.-awarenessJ

Figure: CRMArena-Pro. Huang et al. TMLR 2026.



Common approaches to deal with this problem

Synthetic data:
for training / evaluation

User: Here are example text messages: ...

Generate new, realistic texts similar to the
previous ones while avoiding exact copies.

= = = = P LLM: Sure, hereitis: ..

Health records: Marino et al.
NPJ Digital Medicine 2025.

Medical notes: Liu et al. ACL-BioNLP 2026.
Corporate / business: Huang et al. TMLR 2026.

Finance: Using synthetic data in financial services.
Financial Data Authority, UK. 2024.

u og Home
Microsoft Research Blog

The Crossroads of Innovation and
Privacy: Private Synthetic Data for
Generative Al

Published May 29, 2024

a, » Robert Sim ;

r Recearch Mananer

Synthetic Data Generation
for Agentic Al

Accelerate the development of agentic workflows with high-

quality, domain-specific synthetic data.



Common approaches to deal with this problem

RAG: prOVide data at inference time Task: timelines of antibiotic use of patients

DeepSeek V3.1

1.0 7
0.8 -
Morgan Stanley uses Al evals to RAG 1
° ° ° x 0.6 / 3 RAG 2
Q
shape the future of financial services E | & ——
©
O o o o o e e S e R S S S e
. . . o ]
The team began with three targeted goals for their first Al use cases: i o ba se | ine
e Faster information retrieval to save advisors hours of document searching. ( ru Ie B ba Sed )
e Automation of repetitive tasks like summarizing research reports.
e Enhanced insights tailored to client needs. 0.2
Agentic methods applied to retrieval 0.0 )
Query planning out query e Results merging 12000 3000 4000 5000 6000 7000 8000 9000

EHR Token Count

| search query 1 § L1 § L2 g
g e g T Myers et al.
Searchqueryn § L1 § L2 me arXiv 2508.14817

‘ Single LLM call Use co ntext + Decompose queries as needed * Paraphrase queries ’

eeeeee

Query
planning

nnnnnnnnnnnnnn

Agentic retrieval in Azure Al Search



But these approaches still have privacy risks:

Synthetic text Adversary must guess if
data E Membership inference
- i attacks
belongs to e
—
the dataset ==

The Canary’s Echo: Auditing Privacy Risks of LLM-Generated Synthetic Text
ICML 2025

Matthieu Meeus ' > Lukas Wutschitz?> Santiago Zanella-Béguelin? Shruti Tople? Reza Shokri??

Riddle Me This! Stealthy Membership Inference for
Retrieval-Augmented Generation

ACM CCS 2025 Ali Naseh*" Yuefeng Peng* Anshuman Suri*

University of Massachusetts Amherst University of Massachusetts Amherst Northeastern University

Harsh Chaudhari Alina Oprea Amir Houmansadr

Northeastern University Northeastern University University of Massachusetts Amherst

Five Queries Are Enough: Query-Efficient and Surrogate-Free Membership

USENIX Security 2026 Inference Attacks on RAG via Entailment

Nguyen Linh Bao Nguyen', Wanlun Ma', Viet Vo' Alsharif Abuadbba?®, Minghong Fang®,
Jun Zhang', and Yang Xiang'



Privacy risks are unacceptable in many domains

Healthcare

O’ —]
I | I —J

HOSPITAL ©
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Finance

User data

S 1

Figure:
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Microsoft Copilot for Microsoft 365

Your everyday Al assistant at work

Natural Language

C @

Large Language Web -+ - 8 +4-

Mgdels (LgLMg) grounding @ G + @
Ge @ Microsoft Graph Microsoft 365 Enterprise-grade Copilot
o grounding Apps data protection Studio

otectio

Corporate / business data

l! g CRMArena-Pro

| B2B

Business
Scenarios

Business
Applications

Interactions Q

CRMArena [Single-turn] [ Multi-turn ] [Confid.-awareness]

CRMArena-Pro. Huang et al. TMLR 2026



Differential privacy (DP)

Output Distribution
Dataset .
(e.g. over model generations)
«—€& >

Randomized
Algorithm

A
u
u
u
L
e
|
\g

A randomized algorithm is e-differentially private if the addition of
* one unit of data (typically unit=example)

does not alter its output distribution by more than &€

Dwork, McSherry, Nissim, Smith. Calibrating noise to sensitivity in private data analysis. TCC 2006.



Dataset

emememendii Original
Algorithm '

Adding noise for DP

Sensitivity
>

Add Noise

Differential Privacy with £ = 1

(e.g. Laplace/Gaussian)

12



Differential privacy nearly eliminates memorization in training

| oss

Test Loss

Nearly non-private

loss

10° 10°

107 107 10"

Privacy Parameter ¢

High privacy

Low privacy

Exposure

Memorization

Non-private
Huge

improvement in

memovrization

High privacy

10! 107 10° 107 10"
Privacy Parameter ¢

Low privacy

Carlini, Liu, Erlingsson, Kos, Song. The Secret Sharer: Evaluating and Testing Unintended

Memorization in Neural Networks. USENIX Security 2019.

13



Our problem: Private text generation (o atthe example-level)

ser: Here is some data:
example, >

example > Satisfies DP w.r.t.

example, >,

rompt: ...

4

example >

Output text distribution
(after changing one example)

= = =« o LLM: Sure, here it is: ...




Synthetic text generation RAG

User:. Here are some text messages:

User: Here are relevant retrieved passages:
<example, >

<example,>

<example, > <example, >
Generate new, realistic texts similar to the

_ _ - | Generate new, realistic texts similar to the
previous ones while avoiding exact copies.

previous ones while avoiding exact copies.
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Private inference is well-studied for in-context learning

Hello: THLd Short

generations
Thank you: dY<ddiq on[y

Bye:

Published as a conference paper at ICLR 2024

Published as a conference paper at ICLR 2024

PRIVACY-PRESERVING IN-CONTEXT LEARNING PRIVACY-PRESERVING IN-CONTEXT LEARNING WITH
FOR LARGE LLANGUAGE MODEL.S DIFFERENTIALLY PRIVATE FEW-SHOT GENERATION
. . . Xinyu Tang'* Richard Shin? Huseyin A. Inan’ Andre Manoel’ Fatemehsadat Mireshghallah*
Tong Wu Ashwinee Panda , Jiachen T. Wang , Prateek Mittal Zinan Lin’ Sivakanth Gopi® Janardhan Kulkarni’ Robert Sim?
Princeton University ! Princeton University > Microsoft Semantic Machines > M365 Research ¢ University of Washington
{tongwu, ashwinee, tianhaowang,pmittal }@princeton.edu > Microsoft Research
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Generations are now routinely millions of tokens or more

Four points are chosen independently and at random on the surface

of a sphere (using the uniform distribution). What is the probability

that the center of the sphere lies inside the resulting tetrahedron?

Give full reasoning and well thought out steps.

Thought for 7 seconds v

The classic result for random points on a sphere suggests the probability of a convex hull
containing the center is 1/8. But it seems like | was unsure of some reasoning. If all four points
lie in a hemisphere, the probability is 1/8, and the tetrahedron will not contain the center. So
the probability that the center is inside is 1 - 1/8 = 7/8. | need to double-check some known
results about n points on a sphere and adjust accordingly.

For N=4 random points, the probability they all lie in a hemisphere is 7/8. Based on that, the
probability the convex hull doesn’t contain the center is 7/8, so the probability it does is 1/8. |
think | should fully derive the hemisphere result, maybe using Wendel's theorem, which gives a
general formula for probabilities related to points in general position. | can look up more about
Wendel's theorem (1962) to confirm details and possibly cite it. I'll search for it via web search

Searched the web
' Wendel theorem probability random points lie in half-space sphere

W en.wikipedia.org @& math.stackexchange.com e mathoverflow.net > 6 more

For N=4, we're summing combinations: C'(3,0) + C(3,1) + C(3,2) =143+ 3 =T,
and dividing by 2”3 gives 7/8. This means the probability that all 4 points lie in a hemisphere is
7/8. If that's true, the convex hull doesn’t contain the center. Otherwise, it does. So, the

7

probability of containing the center is 1 - 7/8 = 1/8. The full reasoning should consider the
Wendel's theorem or geometry of the points’ distribution in the sphere.
J

Done

1992 Putnam Competition
Problem A-6

—>  (ChatGPT’s reasoning trace

inward
spiral

On the Navier-Stokes
Millennium Prize Problem

Across all attempted problems, the agents sent 4.9 million messages and used about

300 billion output tokens. In the process of resolving the Navier-Stokes problem, the
agents sent 2.7 million messages and used approximately 10X e]||[le]aNelViielVi & (o) C1glS.



Our problem: Long-form private text generation

Private inference: mechanism

[Vinod et al. NeurIPS 2025]

Quality vs compute cost

0.75 Ours A —

‘ﬁ
L 0.70 R S —
> ' )
2 10x gain!
= 0.65
0.60
0.5

10! 102
Next-token Inference Calls

Empirical privacy auditing

[Shah et al., Submitted 2026]

M,_; - exp(AZ,— A(A + 1)p)

Diff. Between the observed and expected privacy loss



Our problem: Long-form private text generation

Private inference: mechanism

[Vinod et al. NeurIPS 2025]

Quality vs compute cost

0.75 Ours A —

oﬁ
0.70 “t"‘

ol 10x gain!

MAUVE

0.65

0.60

0.55 ;
10 102

Next-token Inference Calls




Long-form synthetic text generation with DP

Whitebox setting:

Private prediction for large-scale synthetic text generation®
«— o Access to model

Kareem Amin Alex Bie Weiwei Kong Alexey Kurakin internals
Natalia Ponomareva Umar Syed Andreas Terzis Sergei Vassilvitskii
Google

{kamin,alexbie,weiweikong, kurakin, nponomareva,usyed, aterzis, sergeiv}@google.com

Description Values 100-2000x
computation
overhead

from DP

127, 255, 511, -

batch size 1023, 1535. 2047




0.30

0.75

0.60

0.5

-~ MAUVE

Generation
quality

Invisible Ink

"J‘l m = “‘

‘M
‘ a B ‘ r \
- 10x gain!

100 [~ ~
Next-token Inference Lalls
(Computation cost)

Overall Similarity (MAUVE Score)

l\‘,
l

Amin et al. |

102

~
~
~

Invisible Ink: 4-8x computational overhead

Practical to use!

invink 0.1.0

pip install dinvink (@

import invink

data_path =
model_name =

dataset_desc =

output = invink.generate(data_path, model_name, dataset_desc, epsilon=10.0)

"path_to_csv_file"
"huggingface_model_identifier"
"UA short and clear text description of your dataset"""

print(output.texts)

4-8x computational overhead

Easy-to-use software



Generating DP text using the exponential mechanism

Exponential Mechanism - privately sample from a set based on utility scores

PR N

Next-token

Q(x) ox exp (861\12?@ - (| $<t)> logits

4

4°°

Temperature parameter
for p-zCDP

Same as softmax sampling with temperature!

McSherry & Talwar. Mechanism Design via Differential Privacy. FOCS 2007.

Exponential mechanism for synthetic data in classical settings: Hardt et al. NeurIPS 2012; Asadi & Loh. ISIT 2023; Pujol et al. VLDB 2023.
Softmax as exponential mechanism: Utpala, Hooker, Chen. EMNLP Findings 2023; Meisenbacher, Chevli, Vladika, Matthes. ACL 2024.



Key requirement: sensitivity should be bounded

Sensitivity = how much do logits change when my dataset?

Sensitivit
Dataset y
4

A A
E E Original ereermenenlll
ﬁ ﬁ Algorithm '

+

" > Sensitivity

23



Key requirement: sensitivity should be bounded

Sensitivity = how much do logits change when my dataset?

R LR R LR LR AR RLERREERRLEES : o 1 Sensitivity
Force logits to be bounded by S S
. O O
- =
@,

: clipping :
........................................................ - 0 Logit

Sensitivity

24



Challenge

Distortion in logits if Effect of logit clipping

clipping is too aggressive

f—
=
o

Distortion

'—s
=
(04

So how do we keep
sensitivity small?

108

Probability

s Unclipped
mm 2 Amin: ('=1

1n—11
1 w1 Amin: =5

100 101 10)? 107 10?

Token Rank



Trick to reduce sensitivity: average over more data

Nissim, Raskhodnikova, Smith. Smooth sensitivity and sampling in private data analysis. STOC 2007/

Subsample Aggregate

Phase-I: Subsample and Partition Phase-II: Pairing with Query Phase-III: Prompting Model  Phase-IV: Aggregating

@ Exemplars 1 + Query

Poisson
Subsample

Private
Aggregation

Output 1
’. )

+ Query Outputn

Sensitive Partition
Database Samples

n ( Differentially Private Answer

Figure Credit: Wu et al. Privacy Preserving In-Context Learning for Large Language Models. ICLR 2024 26



As a result: intractable computational overhead

Private prediction for large-scale synthetic text generation®

Kareem Amin Alex Bie Weiwel Kong Alexey Kurakin
Natalia Ponomareva Umar Syed Andreas Terzis Sergei Vassilvitskii
Google

{kamin,alexbie,weiweikong,kurakin,nponomareva,usyed, aterzis, sergeiv}@google.com

Description Values 100-2000x
computation
overhead

from DP

127, 255, 511, —

batch size 1023. 1535, 2047




Invisible Ink:. making text generation private

28



Key Ingredient 1. Use "public information”

ensitve
sensitive enerate an emall.

information:

Prompted with
sensitive “Generate an email like: Agreed, let’s meet at ...."

information:



Key Ingredient 1. Use "public information”

Prompted without | General information about
sensitive language, syntax, grammar,

information: general world knowledge

Prompted with . .

censitive Sensitive info about General information about

_ e ot farences == | language, syntax, grammar,
information: privatc re general world knowledge

/

Pay a privacy cost only for this part




Key Ingredient 1. Use "public information”

¢oup . LoOgits prompted without

General information about sensitive information
doup - | l@Nguage, syntax, grammar, | _
general world knowledge ¢; . Logits prompted with

sensitive information

q - o . General information about
bi ensitive info about language, syntax, grammar,
private references general world knowledge

Privatize ¢;- ¢,up tO isolate the contribution of the sensitive references!




Key idea: Limit influence of changing sensitive data

Sensitive info about General information about
brivate references language, syntax, grammar,
general world knowledge

DClipc(®i, ¢pun) = clipc(di — bpub) + Ppub

¢oup : LoOgits prompted without
sensitive information

¢, . Logits prompted with
sensitive information

32



Much smaller range = can use smaller clip norm

Histograms of ¢; Histograms of ¢; — ¢,

0.125 g

. - . -
001 - - | L
- . 0.100 - -
n m n m
C ¢ ) | - O C
bt o o +- o o
S 0.02 - - T : :
A= - E . 0.050) : E
. o o o
- - -
0.00 , . . 0.000 |
—10) () 10) —2 —1 1 2

() '
(bi <bi__‘ﬁ%ub



Reduce/eliminate distortion with selective privatization
(same privacy guarantees)

.
=
b

10~°

Probability

10~

Prior Work

s Unclipped
mm 0 Amin: O =1
s m Amin: O =5

100 101 102

"y, horm

Distortion
at small clip

107 10*

Token Rank

b
—
—
I
o

107>

Probability

108

10~

ours

No distortion!

s Jnclipped
mm ¢ DClip: C =1
s w1 DClip: C=35

10Y 10 10)2 103 104

Token Rank 34



Key Ingredient 2. Align DP generation with
practical decoding algorithms (from NLP)



Another decoding algorithm: Reshaping next-token distributions
with truncation

0.24

0.16

0.08

P(CEt_|_1|CE1,...,ZCt) X

exXp (¢($t+1 | Cﬁlzt))

P. et al. MAUVE Scores for Generative Models: Theory and Practice. JMLR 2023

Next-token distribution P - x.)

0.24

0.04

0.05

Top-K with K =5

0.39

0.13

Only sample from the
top-k scores of ¢

Reshaped distribution Qop-x (- |Z1:¢)

0.41

|| Al

0.08

—

-

36



Why do we truncate the logits?

Likelihood of Degeneration into Repetition

© © © o ©
- on (@) ~J (0]
1

0.3 -

© o o
o = N

greedy —e— Sampling
--------------------------------------------------------------------------------------------------------------- - Nucleus
—— Beam Search
—*— Top-k
Top-k, t=0.7

b is beam width , _ 4
in Beam Search

% Generation Resulting in Repetition

k in Top-k sampling
16
k=5 —p—
- k=10 k=20 k=40 k=80 k=160 k=320 k=640 k=1280 =2 Kk=5120 Kk=10240 _ Kk=20480
------------------ T e e —— —e— g o o ﬁgéo& 3 o———————
gold
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

p in Nucleus / t in Sampling

Top-k/top-p truncation reduces likelihood of degenerate text!

Image Credit: Holtzman et al. The Curious Case of Neural Text Degeneration, ICLR 2020 37




Why do we truncate logits ?

MAUVE Scores: Similarity Effect of Temperature and Top-k Selection on Sampling
between synthetic and

MAUVE Scores (1) 0,68

real text distributions

1.4 0.66

0.64

=
N

0.62

=
o

Best quality text is
obtained when r = 1

and k = 300

|
Temperature (7)

-

0.60

o
oo

0.58

0.6
0.56

10* 107 10° 10

] Top-k sampling (k)
P. et al. NeurIPS 2021 (Outstanding Paper Award)

P. et al. JMLR 2023 (Best Papers Track)



Key Ingredient 2: Align DP generation with practical
decoding algorithms (from NLP)

Apply logit truncation without leaking privacy

Invisible Ink = private version of best-performing decoding algorithms

39



Benefits of aligning DP generation
with practical decoding algorithms

Higher is better

MAUVE Scores (1) (¢ = 10)

TinyLLaMA-1B -
. /‘\ -+ e Best at k=100
{

075 4=t T ‘\
;;g 0.70 “.‘45.
< . LLaMA3.2 1B has a larger
= N, relative drop

o S due to larger vocabulary size

N (128K vs 32K)
0.60 N

0.55
10* 10* 10° 10 10°

Top-k Parameter



Empirical Results (c=10) MIMIC IV (Medical

Discharge Notes)

. Overall Similarity (MAUVE Score) Medical Named Entity Counts
Strong performance 25 a N
= even at low compute A e}
i VA=A ke & [N
: 20 A 4
AN
L 0.70 . *® " 4 8x gain! '\ Y «  _ Highly domain- I
% Ve ] § B specific outputs [
<C O
= 0.65 , O 10 I
Infeasible at low , I
0.60 compute | 0 /
| 10! 102 10! 102
Next-token Inference Calls Next-token Inference Calls

= = Ours =0 = Prev. SoTA [ABK+24] ===s= Real Text 41



Practical Recommendations and Automatic Tuning
(given privacy level and compute budget)

Step 1 Step 2 Step 3
Tune sampling For a fixed privacy Tune top-k
temperature (pseq) @nd compute parameter

around 7 ~ 1 budget (B), set

clibbing norm to- Default: same
Default: same PPINg | as non-private

as non-private (' — Bt setting
setting V/2Pseq/T




Summary
Invisible Ink: framework for private LLM inference

® Order of magnitude improvement in compute cost for same privacy & utility

® Makes DP synthetic text generation practical
e User-friendly non-adaptive DP accounting

e Works off-the-shelf (sensible default hyperparameters)

invink 0.1.0

pip install dinvink (@

43



Adding differential privacy to RAG

Per doc
privacy budget
Ed — B — M o f:'q

Ramaswamy et al.

Query q
Retrlevall inference
\ \
"‘\\ \
\ Select Top-k \ Generate using
S ={di,...,d;} C Dkp \ exponential mech
/ be the docs with top-k / with budget ¢,
sim(q, d;) scores / Invisiblelnk(g, S, ¢4)
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Private Response ¥

Update privacy
budget per doc

Update per doc budget and expire out
of budget docs.
ford € S:
e€d < &d — &q
if eg < &4:
remove d from Dgp

Feldman, Zrnic.

Individual Privacy Accounting
via a Renyi Filter.

NeurIPS 2021

See also Wu, Wang et al. 2025 for
privacy filters + DP inference for RAG

(short generations)

Preliminary version at DPDAHS Workshop at IEEE Int. Conf. on Healthcare Informatics 2026.



Our problem: Long-form private text generation

Empirical privacy auditing

[Shah et al., Submitted 2026]

A
' : | Threshold
Xt 1 X<y <
Audit the per-token
privacy loss
Logg;l;aried Q( . | X t) \ / -
M,=M,_; - exp(4Z,— A(A+ 1)p)
Diff. Between the observed and expected privacy loss




Getting DP deployments right can be tough...

DP Audit: To verify that we actually provide the
guarantee we claim (no bugs in proofs/implementation)

mnist_experiment.py [LJ

1,7 @@ def forward(self, x):
[
epochs,
inp_clip,
grad_clip
grad_clip/BATCH_SIZE

)
tl, correct, set_len = uc.test(model, test_loader)

print (f'MNIST_{BATCH_SIZE} {epochs} {grad_clip}_ {inp_clip}_{rho_i}"',

upstream_clipping.py [

@@ -110,7 +110,7 @@ def run_experiment(model, train_loader, rho_i, epochs,

model.train()

# sensitivity for everything with weights is just:

sensitivity = input_bound * grad_bound / train_loader.batch_size
sensitivity = input_bound * grad_bound

sigma = np.sqrt(sensitivity**2 / (2xrho_i))
print('sensitivity:', sensitivity)

input_bound,

correct/set_len)

grad_bound):

Tramer et al. Debugging Differential Privacy: A Case

Study for Privacy Auditing. 2022

Privacy in Theory, Bugs in Practice:
Grey-Box Auditing of Differential Privacy Libraries

Tudor Cebere David Erb Damien Desfontaines
PreMeDICaL team, Inria, Idesp, Technical University of Munich & Hiding Nemo
Inserm, Université de Montpellier Oblivious damien@hiding-nemo.ch

david.erb@tum.de

tudor.cebere@inria.fr

Aurélien Bellet Jack Fitzsimons
PreMeDICaL team, Inria, Idesp, Oblivious
Inserm, Université de Montpellier jack@oblivious.com
aurelien.bellet@inria.fr

We audited 12 of the most widely used open-source DP libraries and found 13 previously

unknown privacy violations. Here are some highlights.

Cebere et al. POPETS 2026



Empirical privacy auditing

Provable DP parameter (worst-case; can be loose)

Privacy
Leakage

Actual privacy leakage on this instance DP parameter

e (or p)

Empirical privacy lower bound

"I have detected ¢ amount of leakage”

Our focus



Gap between DP guarantees and empirical behavior: Memorization

Test Loss Memorization
1.7 - L e MMM T T T T T T T T ! e T T T
Non-private p
1.6 - :
| Huge
1.5 - Nearly non- | © : improvement
: -
0 private loss a 1 -
< o : memorization
L 101 1
10 10° 10° 107 10” 10 10° 10° 107 10,
. Y. . [ ]
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L 4

L 4
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4
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Carlini, Liu, Erlingsson, Kos, Song. The Secret Sharer: Evaluating and Testing ~ -, )
Unintended Memorization in Neural Networks. USENIX Security 2019 at this ¢!

Privacy guarantee is vacuous




Auditing Differential Privacy:

adversary runs a membership inference attack

Dor D ?

_, Randomized ___,
~ Algorithm Q

Adversary

\ 3

\
|

.--’

An adversary distinguishes D from an
adversarially-crafted neighbour D’




Typical challenge: Empirical Privacy Auditing requires many samples

Used » = 200,000 models to find
a bug in the wild

e In the context of DP training

30%4 ~—~ Threshold
_ Poisoned _
e Past: n > 1000 models trained 5 5o - Baseline |
[Jagielski et al. NeurIPS 2019] g ' |
S 2.0%
e Down to 0(100) 8 i
>
[P. et al. NeurIPS 2023] = 1.5% 7 i
Q | |
e Down to exactly 1 © 1.0%- ; |
[Steinke et al. NeurIPS 2023] & follow-ups : " :
0.5% - | |
: —
| //1””"”5/
0.0% o u ; .
-y o . 2 4 6 8
e Our goal auditi Nng DP inference Loss of model on poisoned example

Tramer et al. Debugging Differential Privacy: A Case
Study for Privacy Auditing. 2022



Threat model: privacy loss oracle

Privacy loss:
Z = log ( PAD) = 1)
P(A (D) = x)
for x ~ A (D)

)

Privacy loss oracle:

For the generated token x, ~ P( - |x_,)
and an adjacent output distribution O,

a privacy loss oracle returns

/. = log
f O(x,| x.,)

Possible in a white box setting.:
P(xt—l—l | L1,y .- 73715) X €Xp (¢(th_|_1 | zl:t))

E.g. model developer, trusted third party, etc.



Invisible Ink’s guarantees: Zero-Concentrated DP (zCDP)

(D ) For all 2 > 0, we have
Z = log ( (FD) = x ) —>  Elexp(A Z )| < exp(A(4 + Dp)
P(A (D) = x) ;\\
for x ~ A (D) Privacy Loss is sub-Gaussian!

Bun & Steinke. Concentrated Differential Privacy: Simplifications, Extensions, and Lower Bounds. TCC 2016



Auditing zero-concentrated DP audit
with a privacy loss oracle

H, :

\

We test sub-Gaussianity of Privacy Loss

—[eﬁzf] < exp (/1(/1 + 1),0)

Default claim: Mechanism follows p-zCDP

Z.: privacy loss of one token

forall 4 >0

H, :

-[e’lzf] > exp(/l(/l + l)p)

(We can also do this at the sequence level)

forsome 1 >0



Sequential zCDP Audit

Exponential
—— e E J\ Mechanism _,  A] T7 Ap T ... A T X
S~——— Autoregressive Text Generation

Next-token logits P( . ‘x<t)

Dataset



Sequential zCDP Audit

Exponential
N #1 LLM Inference E J\ Mechanism xl —> xz - ... = Xt—l — xt
Autoregressive Text Generation
Dataset Next-token logits P( ‘x<t) \
P(x; | x<t))>
(Xt‘x<t

Log:nlzar;ed Q( ) ‘ X< t)




Sequential zCDP Audit

Exponential
o8 ” LLM Inference E J\ Mechanism . xl —> xZ —> c o o —> xt_l —> Xt
Autoregressive Text Generation
Dataset Next-token logits P( ‘.Xf t) \ .
Threshold

(x | x<t))) <

('xt | X,

/ Audit the privacy loss
k / — >

Log:nt;a:;ed Q( ) ‘ X< t)

M =M, - exp(/IZt — (A + 1),0)

Diff. Between the observed and expected privacy loss



Results

What if the claimed leakage p is correct? What if the claimed leakage p is incorrect?

Theorem: Under H
Theorem: Under

Given true privacy parameter p*. The

Let 7 be the time at which M, > 1/a, stopping time 7 is bounded as

then we have,

1

L T<o0)<a 7] S (up to log factors)
) )< : | (p* = p)°

Further, J-D@(T <o0)=1

The probability of falsely rejecting a : N
is at most « 5 Audit halts almost surely



Results

What if the claimed leakage p is incorrect?

Lower bound: Under Theorem: Under
There 9Xists an ins.‘,tance of the Given true privacy parameter p*. The
Gaussian mechanism s.t. for any 5 stopping time 7 is bounded as
seqguential test '
: |
- 1] | 7] S =) (up to log factors)
1 ~ sk 2
(P* = p)

Further, Py (7 < 00) = 1

Based on sequential testing lower bounds from:
Agrawal, Ram, Ramdas. arXiv 2504.19952.



Proof Sketch (upper bound)

Threshold

———————————————————————————————————

There existsa A > 0and o > 0,
such that,

oe M- [ ok 4 Y7 = 7
A =1 R
\

Linear Drift Scales as \/Z
by martingale

concentration



LOg |t— ba Sed Ca Na ry DeS|g N Similar to canary gradients in auditing DP-SGD

Goal: Reject H, as soon as possible when it is false

|

Under H,: Increase M, quickly

|

Maximize the KL divergence L = arg max [E [log Mt(/l)]

= arg max KL(P(- | x )O.(- | x<t)) .

Note: requires full next-token
distributions (stronger threat model)




Experiments: Auditing Gaussian Mechanism

Empirical Lower Bound Sample Complexity
Ao T = S — =
“w 23| —e— Ours (Online) 2 -u-u__ MMD audit
E -l - MMD (Online) A g i\.,,ls-.
8 201 —A - One Run "_,-A’ < .
Q “‘ —. (J) 2 7
_ Q

3 R & s = >4 x sample
= - efficient
@) ()
: W 28_
(V) . . Y
O 8 x tight audit O
'3 Q
2 £
L S

2-3 272 -1 0 ol 22 3 94 2-3 272 -1 0 o1 22 3 94

Theoretical € Theoretical €

MMD Audit: Gonzalez et al. NeurlPS 2025

One Run: Steinke et al. NeurlPS 2023



Experiments: Auditing InvisibleInk at the token level

1.25-

Empirical lower bound
) o o =
NGOl N O
Ul o Ul o

o
o
o

Synthetic Text Generation

oken-Level Audit: MIMIC

Our Audit
0.2 0.5 1.0 2.0
Theoretical € \\
¥ MMD audit
returns

trivial lower
bound

RAG

Token-Level Audit: LONGZ2RAG
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Experiments: Auditing InvisibleInk at the sequence level

N

Empirical lower bound ¢

30.0-

|
o
o

W
o

=
o

o
U1

Seqguence-Level Audit: MIMIC
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e
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Theoretical €
—@— Ours —A-+ One Run f-DP One Run MMD audit =-- £€=¢

Our Audit

One-run
audits



Our problem: Long-form private text generation

Private inference: mechanism Empirical privacy auditing

[Vinod et al. NeurIPS 2025] [Shah et al., Submitted 2026]

Quality vs compute cost

0.75 Ours A —-A

+ C——
0.70 ok’ =

10x gain!

10! 102
Next-token Inference Calls




Thank you!
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Ramayya Krishnan (CMU), Rema Padman (CMU),
Siva Krishnamoorthy (diax.ai), Abhradeep Thakurta (Google DeepMind)

Funding from ANRF, Schmidt Sciences, Google, Microsoft Research is gratefully acknowledged



