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Figure: Hager et al. (2024). Nature Medicine.

These LLMs seem 
magical. Do you think 

they will help us?



Figure: Gu et al. (2026). Nature Medicine.Figure: BRIDGE. Wu et al. (2026). Nature Medicine.

Generally impressive in benchmarks… …but maybe not quite there yet?



Figure: Hager et al. (2024). Nature Medicine.

So are these models good 
for our use cases?



Models are now good at: 

• General medical 
knowledge 

• Standard treatments 

• ….

Do not have / not trained on: 

• Local patient data & health information 

• Local treatments & outcomes 

• Local workflows

Privacy sensitive!



Similar issues with other domains

Figure: BizFinBench. Guo et al. ICML 2026. 
Real world data from equity markets.

Zero-shot 
Accuracy 

(avg. over 8 tasks)

85%: Minimum threshold for deployment

Finance
User data

Corporate / business data

Figure: CRMArena-Pro. Huang et al. TMLR 2026.



Common approaches to deal with this problem

Synthetic data:  
for training / evaluation

User: Here are example text messages: … 

Generate new, realistic texts similar to the 
previous ones while avoiding exact copies.

LLM: Sure, here it is: …

Health records: Marino et al.  
NPJ Digital Medicine 2025. 

Medical notes: Liu et al. ACL-BioNLP 2026. 

Corporate / business: Huang et al. TMLR 2026. 

Finance: Using synthetic data in financial services. 
Financial Data Authority, UK. 2024. 

                                ⋮



Common approaches to deal with this problem

RAG: provide data at inference time

RAG 1
RAG 2
In-context full

baseline 
(rule-based)

Task: timelines of antibiotic use of patients

Myers et al.  
arXiv 2508.14817



But these approaches still have privacy risks:

Synthetic text

ICML 2025

ACM CCS 2025

USENIX Security 2026

Membership inference 
attacks

Inference



Healthcare

User data

Corporate / business data

Figure: CRMArena-Pro. Huang et al. TMLR 2026.

Finance

Privacy risks are unacceptable in many domains



Differential privacy (DP)

A randomized algorithm is -differentially private if the addition of  
one unit of data (typically unit=example)  

does not alter its output distribution by more than 

ε

ε

1+

Dataset Output Distribution  
(e.g. over model generations)

ε

Randomized 
Algorithm

Dwork, McSherry, Nissim, Smith. Calibrating noise to sensitivity in private data analysis. TCC 2006.



Adding noise for DP

12

Dataset

Original 
Algorithm

+

Sensitivity

Add Noise  
(e.g. Laplace/Gaussian)



Differential privacy nearly eliminates memorization in training
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Nearly non-private 

loss

Huge 

improvement in 

memorization

Carlini, Liu, Erlingsson, Kos, Song. The Secret Sharer: Evaluating and Testing Unintended 
Memorization in Neural Networks. USENIX Security 2019.

High privacy Low privacy High privacy Low privacy 



Our problem: Private text generation
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User: Here is some data:  
<example > 
         
<example > 

Prompt: …

1
⋮

n

LLM: Sure, here it is: …

Satisfies DP w.r.t. 
<example >,  

, 
<example >

1
⋯

n

1

Output text distribution  
(after changing one example)

(DP at the example-level)
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User: Here are some text messages:  
<example > 
         
<example > 

Generate new, realistic texts similar to the 
previous ones while avoiding exact copies.

1
⋮

n

LLM: Sure: …

RAG

User: Here are relevant retrieved passages:  
<example > 
         
<example > 

Generate new, realistic texts similar to the 
previous ones while avoiding exact copies.

1
⋮

n

LLM: Sure: …

Synthetic text generation



Private inference is well-studied for in-context learning

16

Hello:         नम#े 

Thank you: ध&वाद 

Bye:          अलिवदा 

Short 
generations 

only
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1992 Putnam Competition  
Problem A-6

ChatGPT’s reasoning trace

Generations are now routinely millions of tokens or more



Private inference: mechanism 
 
[Vinod et al. NeurIPS 2025]

Our problem: Long-form private text generation

Empirical privacy auditing 

[Shah et al., Submitted 2026]

10x gain! 

Ours

Quality vs compute cost

Prior best
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Long-form synthetic text generation with DP

Whitebox setting: 

● Access to model 
internals

20

100-2000x 
computation 
overhead 
from DP



10x gain! 

Invisible Ink

Generation 
quality

(Computation cost)

Amin et al.

Invisible Ink: 4-8x computational overhead

Easy-to-use software

Practical to use!

4-8x computational overhead 



Same as softmax sampling with temperature!

Temperature parameter

Generating DP text using the exponential mechanism

Next-token 
logits

Exponential Mechanism - privately sample from a set based on utility scores

McSherry & Talwar. Mechanism Design via Differential Privacy. FOCS 2007.

for -zCDP ρ

Exponential mechanism for synthetic data in classical settings: Hardt et al. NeurIPS 2012; Asadi & Loh. ISIT 2023; Pujol et al. VLDB 2023. 
Softmax as exponential mechanism: Utpala, Hooker, Chen. EMNLP Findings 2023; Meisenbacher, Chevli, Vladika, Matthes. ACL 2024.

Softmax



Key requirement: sensitivity should be bounded

Sensitivity = how much do logits change when my dataset?

23

Dataset

Original 
Algorithm

+

Sensitivity

Sensitivity



Key requirement: sensitivity should be bounded

Sensitivity = how much do logits change when my dataset?

24

Sensitivity

Sensitivity

Force logits to be bounded by 
clipping

Logit

C
lip

pe
d 

Lo
gi

t



Challenge

Distortion in logits if 
clipping is too aggressive 

So how do we keep 
sensitivity small?

25

Distortion 

Effect of logit clipping



Trick to reduce sensitivity: average over more data 

Subsample

26Figure Credit: Wu et al. Privacy Preserving In-Context Learning for Large Language Models. ICLR 2024

Aggregate

Nissim, Raskhodnikova, Smith. Smooth sensitivity and sampling in private data analysis. STOC 2007



As a result: intractable computational overhead

27

100-2000x 
computation 
overhead 
from DP



Invisible Ink: making text generation private

28



Prompted without 
sensitive 
information:                                                           

Prompted with 
sensitive 
information:

“Generate an email like: Agreed, let’s meet at ….”

“Generate an email.”

Key Ingredient 1: Use “public information”



Prompted without 
sensitive 
information:                                                           

Prompted with 
sensitive 
information:

Sensitive info about 
private references

General information about 
language, syntax, grammar, 
general world knowledge

General information about 
language, syntax, grammar, 
general world knowledge

+

Pay a privacy cost only for this part

Key Ingredient 1: Use “public information”



Privatize !i- !pub to isolate the contribution of the sensitive references!

!pub :                                                           

  

!i  :                                       

General information about 
language, syntax, grammar, 
general world knowledge

Sensitive info about 
private references

General information about 
language, syntax, grammar, 
general world knowledge

!pub :  Logits prompted without 
sensitive information                                                          

!i  :  Logits prompted with 
sensitive information      

Key Ingredient 1: Use “public information”

+



32

Key idea: Limit influence of changing sensitive data

DClipC(!i, !pub) = clipC(!i — !pub) + !pub

Sensitive info about 
private references

General information about 
language, syntax, grammar, 
general world knowledge

!pub :  Logits prompted without 
sensitive information                                                          

!i  :  Logits prompted with 
sensitive information      



Much smaller range ⇒ can use smaller clip norm

33



34

Reduce/eliminate distortion with selective privatization 
(same privacy guarantees)

Prior Work Ours

Distortion 
at small clip 
norm

No distortion!



Key Ingredient 2: Align DP generation with 
practical decoding algorithms (from NLP)



Another decoding algorithm: Reshaping next-token distributions 
with truncation

36P. et al. MAUVE Scores for Generative Models: Theory and Practice. JMLR 2023

Only sample from the  
top-k scores of !



Why do we truncate the logits?

37Image Credit: Holtzman et al. The Curious Case of Neural Text Degeneration, ICLR 2020

Top-k/top-p truncation reduces likelihood of degenerate text!



MAUVE Scores: similarity 
between synthetic and 
real text distributions

Best quality text is 
obtained when " ≈ 1 

and k ≈ 300

Why do we truncate logits ?

P. et al. NeurIPS 2021  (Outstanding Paper Award) 
P. et al. JMLR 2023 (Best Papers Track)



Key Ingredient 2: Align DP generation with practical 
decoding algorithms (from NLP)

Apply logit truncation without leaking privacy 

Invisible Ink = private version of best-performing decoding algorithms

39



Benefits of aligning DP generation  
with practical decoding algorithms

40

Best at k≃100

LLaMA3.2 1B has a larger 
relative drop  

due to larger vocabulary size  
(128K vs 32K)

Higher is better
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(#﹦10)

8x gain! 

Infeasible at low 
compute

Strong performance 
even at low compute

Highly domain-
specific outputs

MIMIC IV (Medical 
Discharge Notes)

Empirical Results



Practical Recommendations and Automatic Tuning 
(given privacy level and compute budget)

42

Step 3

Tune top-k 
parameter 

Default: same 
as non-private 
setting

Step 1

Tune sampling 
temperature 
around  

Default: same 
as non-private 
setting

Step 2

For a fixed privacy 
($seq) and compute 

budget (%), set 

clipping norm to: 



Summary 
Invisible Ink: framework for private LLM inference

•Order of magnitude improvement in compute cost for same privacy & utility 

•Makes DP synthetic text generation practical 

• User-friendly non-adaptive DP accounting 

• Works off-the-shelf (sensible default hyperparameters)

43



Adding differential privacy to RAG

Retrieval
DP  

inference
Update privacy 
budget per doc

Feldman, Zrnic.  
Individual Privacy Accounting 
via a Renyi Filter.  
NeurIPS 2021

Ramaswamy et al.  
Preliminary version at DPDAHS Workshop at IEEE Int. Conf. on Healthcare Informatics 2026.

See also Wu, Wang et al. 2025 for  
privacy filters + DP inference for RAG 
(short generations)



Private inference: mechanism 
 
[Vinod et al. NeurIPS 2025]

Our problem: Long-form private text generation

Empirical privacy auditing 

[Shah et al., Submitted 2026]

10x gain! 

Ours

Quality vs compute cost

Prior best



Getting DP deployments right can be tough…

DP Audit: To verify that we actually provide the 
guarantee we claim (no bugs in proofs/implementation)

Tramèr et al. Debugging Differential Privacy: A Case 
Study for Privacy Auditing. 2022

Cebere et al. PoPETS 2026



“I have detected  amount of leakage”̂ε

Empirical privacy auditing

Privacy 
Leakage

Provable DP parameter (worst-case; can be loose)

Actual privacy leakage on this instance

Empirical privacy lower bound 

DP parameter 
 & (or )ρ

Our focus



Gap between DP guarantees and empirical behavior: Memorization

High privacy Low privacy Low privacyHigh privacy

Nearly non-
private loss

Huge 
improvement 
in 
memorization

Privacy guarantee is vacuous 
at this &! Carlini, Liu, Erlingsson, Kos, Song. The Secret Sharer: Evaluating and Testing 

Unintended Memorization in Neural Networks. USENIX Security 2019



Auditing Differential Privacy:  

adversary runs a membership inference attack

  or  ?D D′ 

Randomized 
Algorithm

An adversary distinguishes  from an  
adversarially-crafted neighbour 

D
D′ 

D

D′ 

 or D D′ 

Adversary



Typical challenge: Empirical Privacy Auditing requires many samples

● In the context of DP training 

● Past:  models trained 
[Jagielski et al. NeurIPS 2019] 

● Down to   
[P. et al. NeurIPS 2023] 

● Down to exactly 1  
[Steinke et al. NeurIPS 2023] & follow-ups 

● Our goal: auditing DP inference

n ≳ 1000

O(100)

Tramèr et al. Debugging Differential Privacy: A Case 
Study for Privacy Auditing. 2022

Used  models to find 
a bug in the wild

n = 200,000



Threat model: privacy loss oracle

Z = log ( ℙ('(D) = x)
ℙ('(D′ ) = x) )

1

'(D) '(D′ )

Privacy loss:

for x ∼ '(D)

Privacy loss oracle: 

For the generated token  
and an adjacent output distribution , 

a privacy loss oracle returns

xt ∼ P( ⋅ |x<t)
Q

Zt = log P(xt ∣ x<t)
Q(xt |x<t)

Possible in a white box setting:

E.g. model developer, trusted third party, etc.



Invisible Ink’s guarantees: Zero-Concentrated DP (zCDP)

Bun & Steinke. Concentrated Differential Privacy: Simplifications, Extensions, and Lower Bounds. TCC 2016

For all , we have λ > 0

+[exp(λ Z )] ≤ exp(λ(λ + 1)ρ)

Privacy Loss is sub-Gaussian!

Z = log ( ℙ('(D) = x)
ℙ('(D′ ) = x) )

1

'(D) '(D′ )

for x ∼ '(D)



Auditing zero-concentrated DP audit 
with a privacy loss oracle

We test sub-Gaussianity of Privacy Loss

H1 : +[eλZt] > exp(λ(λ + 1)ρ) for some λ ≥ 0H0 : +[eλZt] ≤ exp (λ(λ + 1)ρ) for all λ ≥ 0

Default claim: Mechanism follows -zCDPρ

: privacy loss of one token 

(We can also do this at the sequence level)

Zt



Sequential zCDP Audit

Logit-based 
canary Q( ⋅ |x<t)

Audit the privacy loss

Zt = log  P(xt ∣ x<t)
Q(xt |x<t)

Mt = Mt−1 ⋅ exp(λZt − λ(λ + 1)ρ)
Diff. Between the observed and expected privacy loss

Next-token logits P( ⋅ |x<t)Dataset

Exponential 
Mechanism

Autoregressive Text Generation

x1 → x2 → … → xt−1 → xtLLM Inference

Threshold

t

lo
g
M

t
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Sequential zCDP Audit

Logit-based 
canary Q( ⋅ |x<t)

Audit the privacy loss

Zt = log  P(xt ∣ x<t)
Q(xt |x<t)

Mt = Mt−1 ⋅ exp(λZt − λ(λ + 1)ρ)
Diff. Between the observed and expected privacy loss

Next-token logits P( ⋅ |x<t)Dataset

Exponential 
Mechanism

Autoregressive Text Generation

x1 → x2 → … → xt−1 → xtLLM Inference

Threshold

t

lo
g
M

t



Results

What if the claimed leakage  is correct?ρ

Theorem: Under 


Let  be the time at which , 
then we have, 


H0

τ Mt ≥ 1/α

ℙH0
(τ < ∞) ≤ α

The probability of falsely rejecting a 
true privacy claim is at most   α

What if the claimed leakage  is incorrect?ρ

Theorem: Under 


Given true privacy parameter . The 
stopping time  is bounded as


 (up to log factors)


Further, 


H1

ρ*
τ

+H1
[τ] ≲ 1

(ρ* − ρ)2

ℙH1
(τ < ∞) = 1

Audit halts almost surely



Results

Lower bound: Under 


There exists an instance of the 
Gaussian mechanism s.t. for any 
sequential test


H1

+H1
[τ] ≳ 1

(ρ* − ρ)2

What if the claimed leakage  is incorrect?ρ

Theorem: Under 


Given true privacy parameter . The 
stopping time  is bounded as


 (up to log factors)


Further, 


H1

ρ*
τ

+H1
[τ] ≲ 1

(ρ* − ρ)2

ℙH1
(τ < ∞) = 1

Based on sequential testing lower bounds from:  
Agrawal, Ram, Ramdas. arXiv 2504.19952. 



Logit-based 
canary Q( ⋅ |x<t)

Audit the privacy loss

Zt = log  P(xt ∣ x<t)
Q(xt |x<t)

Mt = Mt−1 ⋅ exp(λZt − λ(λ + 1)ρ)
Diff. Between the observed and expected privacy loss

Next-token logits P( ⋅ |x<t)Dataset

Exponential 
Mechanism

Autoregressive Text Generation

x1 → x2 → … → xt−1 → xtLLM Inference

Threshold

t

lo
g
M

t

Proof Sketch (upper bound)

There exists a  and , 
such that,

λ > 0 δ > 0

log Mt = n ⋅ δ + λ
n

∑
t=1

(Zt − ρ*) .

Linear Drift Scales as  
by martingale 
concentration

n



Logit-based Canary Design

Goal: Reject  as soon as possible when it is falseH0 ⟹

Under : Increase  quickly H1 Mt

z = arg max
z

+[log Mt(λ)]
= arg max

z
KL(P( ⋅ ∣ x<t)∥Qz( ⋅ ∣ x<t)) .

⟹

Maximize the KL divergence

Note: requires full next-token 
distributions (stronger threat model)

Similar to canary gradients in auditing DP-SGD



Experiments: Auditing Gaussian Mechanism

tight audit8 ×

> sample 
efficient 
4 ×

MMD Audit: González et al. NeurIPS 2025


One Run: Steinke et al. NeurIPS 2023

Ours

MMD audit



Experiments: Auditing InvisibleInk at the token level

Our Audit

MMD Audit 
[González et al.] 

MMD audit 
returns 

trivial lower 
bound

Synthetic Text Generation RAG



Experiments: Auditing InvisibleInk at the sequence level

MMD Audit 
[González et al.] 

Our Audit

One-run 
audits



Private inference: mechanism 
 
[Vinod et al. NeurIPS 2025]

Our problem: Long-form private text generation

Empirical privacy auditing 

[Shah et al., Submitted 2026]

10x gain! 

Ours

Quality vs compute cost

Prior best



Thank you!
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